Network Device Enrollment Service
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Network Device Enrollment Service (NDES)
Network Device Enrollment Service (NDES) — Microsoft’s implementation of SCEP
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Prerequisites
The following are the prerequisites to install NDES server.

e Aservice account for NDES server
o New user to be created (Example: ndesadmin@t’' .. _ l.com)
o Must be a domain user account
o Must be a member of local 1IS_IUSRS group
e Admin user credentials with Enterprise administrator privileges and local administrator
privileges to the server where NDES will be installed (i.e. in dev-m _ X.com)

Configuring NDES

To configure NDES, complete the following steps:

Step 1: Deploy Active Directory Certificate services
1. From Microsoft Windows Server Manager dashboard, click Manage and select Add Roles
and Features.
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2. Read the content in the Before You Begin page and click Next.
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3. For Installation Type, select ‘Role-based or feature-based installation” and click Next.
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4. Inthe Server Selection section, retain the defaults and click Next.
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In the Server Roles section, select ‘Active Directory Certificate Services’ and click Next.
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6. Inthe Features section, retain the defaults and click Next.
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In the AD CS section, cl

ick Next. From Role Services, select ‘Certificate Authority’ and

‘Network Device Enrollment Services’ and click Next.
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In the Confirmation section, read and verify the information and click Install.
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Step 2: Configure Active Directory Certificate services

1. To configure Active Directory Certificate Services, from the Server Manager Dashboard, click

and select Post-deployment Configuration.
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2. Under ROLES AND ERVER GROUPS, select AD CS. In the Credentials section, enter the Server
Manager Administrator credentials, and click Next.
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To install the following role services you must belong to the local Administrators group:
« Standalone certification authority
« Certification Authority Web Enrollment
« Online Responder
To install the following role services you must belong to the Enterprise Admins group:
« Enterprise certification authority
+ Certificate Enrollment Policy Web Service
« Certificate Enrollment Web Service
* Network Device Enroliment Service
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Step 2a: Configure Certification Authority

1. Inthe Role Services section, select ‘Certification Authority’ and click Next.
L
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2. For Setup Type, select ‘Enterprise CA’ and click Next.
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3. For CA Type, select ‘Root CA’ and click Next.
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4. For Private Key, select ‘Create a new private key’ option and click Next.

Server Manager * Dashboard @ | FA Manage  Tool
WELCOME TO SERVER MANAGER
§ Local Server R AD CS Configuration - o X

All Servers
DESTINATION SERVER

i TR
R ADCS Private Key wi S—l
f§ ADDS
o
e DNS Specify he private key
W File and Storage Services b
i° ns To generate and issue certificates to clients, a certification authority (CA) must have a private key.
WHAT'S NEW|
@® Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Use existing private key
LEARN M Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Select a certificate and use its associated private key
ificate on this computer o if you wan!
ROLES AND IvaLe SeY
Roles:5 | 1 Select an existing private key on this computer
1 Select this og you h retained p keys from a previous installat r want t ds
| : nd Storage
"} Apd ° 9 1
| res
@ Mand Jeability
Evenf |
Servi( Bs
Perfo mance
BPA T fook [Ceoncel ] Lo




5. Cryptography: Specify the cryptographic options as required and click Next.
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6. For CA Name, configure the settings as required and click Next.

Server Manager * Dashboard -@ | ['A e

WELCOME TO SERVER MANAGER

Local Server f, AD CS Configuration — [m] X
i All Servers
| ADCS DESTINATION SERVER
) CA Name wi . ocal
| AD DS
1 DNS Credentials Specify the name of the CA
| File and Storage Services » Role Servic
) IS Setup Type Type a common name to identify this certification authority (CA). This name is added to all
WHAT'S NEW . certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAType be modified.
Private Key
Cryon b Common name for this CA:
ryptography
yptography o o
Narr
Validity Period Distinguished name suffix:
Certficate Database DC=scep,DC=bigfix,DC=local
ROLE? AND Confirmation . BT
Roles:5 | Se Preview of distinguished name:
CN=scep-W 19-CA,DC=5s¢ep,DC=bigfix,DC=local d st
orage
E® AD( 9 1
es
@ Mang eability
Event|
Servi More about CA Name S
Perfo| ance
BPAT Configure sults




Validity Period: Configure the CA certificate validity period and click Next.
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Certificate Database: Configure the certificate database location and click Next.
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9. Verify the configuration and click Configure.
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10. Close after configuration succeeds, and click Yes to configure additional role services.
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Step 2b: Configure Network Device Enrollment Service (NDES)

1. Onthe AD CS Configuration page, in the Credentials section, verify the logged in
Administrator credentials, and click Next.
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2. From Role Services, select ‘Network Device Enrollment Service’ and click Next.
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In the Service Account for NDES section, select the ‘Specify service account recommended’
option and enter the credentials of the service account created for NDES. Click Next.

Important: The service account created must be a part of the local 1IS_IUSRS group from
Server Manager > Tools > Computer Management > Local Users and Groups > Groups >
1IS_USRS > Add to Group menu.
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Cryptography for NDES: Update cryptographic details for NDES (update only if required) and
click Next.
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signature and encryption keys.

Signature key provider: Key length:
Micrasoft Strong Cryptographic Provider - || 2048 -
Encryption key provider: Key length:
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Verify the details and click Configure.
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Close after configuration succeeds.
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Verify NDES Service configuration

To verify if the SCEP services are running and working as expected, to the following:

1. Open the Internet Information Services (lIS) Manager and check if SCEP service is started.
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2. Verify SCEP admin app page to get challenge password and CA Thumbprint. Use SCEP service
account to authenticate the request.

125/certsrv/mscep_c X+

o

Signin

http://1

Usemname  ndesadmin@scep.bigfix.local

Password e

@ Network Device Enrollment Servi X +

& C AN cure
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Network Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices using the Simple Certificate Enrollment Protocol (SCEP).

To complete certificate enrollment for your network device you will need the following information:
The thumbprint (hash value) for the CA certificate is: 5D837 BF78C

The enrollment challenge password is: 933° B39

This password can be used only once and will expire within 60 minutes.

Each enroliment requires a new challenge password. You can refresh this web page to obtain a new challenge password.

For more information see Using_ Network Device Enrollment Service .




3. CA Certificate templates can be configured from the Certification authority service
(Windows > Run > certsrv.msc) > Certificate Templates.

E] certsrv - [Certification Authority (Local)\scep-WIN-T3TUTVGSUIS-CA\Certificate Templates]

File Action View Help
e 2|z H
) Certification Authority (Local) Name Intended Purpose
v d SC_EF;‘WII‘ 4 Certif uIg-CA El IPSec (Offline request) IP security IKE intermediate
% I zvudec ;:I |:ales 5 cep Encryption Certificate Request Agent
| suedLenificates E Exchange Enrollment Agent (Offliner... Certificate Request Agent

"] Pending Requests
“| Failed Requests
| Certificate Templates

& Directory Email Replication

] Domain Controller Authentication
5l Kerberos Authentication

5 EFS Recovery Agent

& Basic EFS

&l Domain Controller

& Web Server

)| Computer

& User

&l subordinate Certification Authority
& Administrator

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All>

Microsoft Trust List Signing, Encrypting...

4. You can check the certificates issued from Certification authority service (Windows > Run >
certsrv.msc) > Issued Certificates.

W Certification Authority (Local) |/Name  Binary Certificate  Certificate Template  Serial Number  Certificate Effective Date  Certificate Expiration Date  lssued C: Issued O Issued Of Unit  Issued Common Name
‘a "";M%"Q‘“ ministra... ----BEGINCERTL.. Exchange Enrollment... 2 dd.. 27-05-2002 16:52 26-05-204 16:52 N wiN s..
R il L Iministra... - CEP Encryption (CEP... 2t 2 26-05-2024 16:52 N WIN S...
::‘:"cf:::: ministra... Exchange Enroliment... 2 %.. Z 26-05-2024 1707 N WIN 5.
’F_M:&u:m ministra... - CEP Encryption (CEP... 2 25... 27-05-202217:07 26-05-2024 17:07 N WINS R
Corthcte Templates [0 ——— BEGIN CERTL.. IPSec (Offline reques... 2 27-05-2022 17:19 26-05-204 17:19 jes
5. Inthe endpoint, you can check the certificates issued from certmgr (Windows > Run >
certmgr.msc)
i certmgr - [Certificates - Current User\Personal\Certificates]
File Action View Help
e 2@ 0 E= HmE
¥ C:emfi:ales - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
v [ Personal 2o sced  SUI9-CA 5/26/2024 IP security IKE inter..  <None> IPSec (Offliner...
| Certificates
I Trusted Root Certification Aut
[ Enterprise Trust

“ Intermediate Certification Aut
[ Active Directory User Object

“ Trusted Publishers
[ Untrusted Certificates

" Third-Party Root Certification
[ Trusted People

" Client Authentication Issuers
[ Certificate Enrollment Reques

| Smart Card Trusted Roots




NDES Service Challenge Password configuration

Default behaviors
The following are the default NDES behavior with respect to the challenge password:

e Password cannot be reused for certificate enrollment requests. Every request to the NDES
admin service (http://ndes _service/certsrv/mscep admin) shall generate a new password.

e The maximum number of passwords that will be cached in the server is 5.

e The password validity is 60 minutes.

With the above default behavior, only maximum of 5 certificate enrollment requests per hour can be
processed by NDES service.

All of these can be overridden with below registry configurations.

To change the maximum number of passwords cached by NDES (PasswordMax)
You can update the maximum number of passwords that can be cached by NDES through the
following steps:

Run Registry editor (Regedit)

Go to HKEY _LOCAL MACHINE\Software\Microsoft\Cryptography\MSCEP

Create a new Key named PasswordMax

Under the PasswordMax key, create a new DWORD with the same name PasswordMax and
set the value in decimals. The value will decide the number of passwords that can be cached.
5. RestartlIS

PwnNhPR

To change the challenge password validity period (PasswordValidity)
You can change the challenge password validity period from 60 minutes through the following steps:

Run Registry editor (Regedit)

Go to HKEY _LOCAL_MACHINE\Software\Microsoft\Cryptography\MSCEP

Create a new Key named PasswordValidity

Under the PasswordValidity key, create a new DWORD with the same name
PasswordValidity and set the value in decimals. The value will decide the password validity in
minutes for which it should be cached.

5. RestartllS

PwNPR

To reuse the same challenge password (UseSinglePassword)

To allow reusing the same challenge password for every certificate enrollment request, the following
registry key needs to be updated. This prevents the NDES admin service from generating new
challenge passwords.

Run Registry editor (Regedit)

Go to HKEY _LOCAL_MACHINE\Software\Microsoft\Cryptography\MSCEP
Modify the value of the key UseSingePassword as 1

Restart IIS

PwnNE

Note: If the SCEP services fails to start due to above change, configure the following:

1. Open lIS Manager.
2. Inthe navigation pane, click Application Pools.


http://ndes_service/certsrv/mscep_admin

In Application Pools, click SCEP.

In the Actions pane, click Advanced Settings.

Under Process Model, click Load User Profile. Set to True.
Click OK to all dialog boxes.

Restart IIS

Nouvsuw
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